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Context 

Connected and Automated Vehicles (CAV) have become a prominent technology for the future of 
passenger and freight mobility. As the number of connected vehicles is almost 200 million in 2023 and 
is expected to reach 367 million by 2027, the need for resilient and secured communicaCon 
infrastructures is crucial. By exploiCng various communicaCon links such as vehicle-to-vehicle (V2V), 
vehicle-to-infrastructure (V2I), vehicle-to-network (V2N), usually clustered under the term V2X 
(Vehicle-to-Everything), connected vehicles offer mulCple services and applicaCons for a safer, more 
efficient, and more comfortable mobility. 

Connected vehicles interact with V2X applicaCons deployed in cloud or edge servers for mulCple 
funcConaliCes such as data offloading, remote monitoring and diagnosCcs, soOware updates, and so 
on. To support these funcConaliCes, they are equipped with a TelemaCc Control Unit (TCU) which 
represents the main vehicle gateway between the in-vehicle network and external enCCes. Current 
TCUs integrate mulCple radio technologies such as cellular network (4G/5G), C-V2X, Wi-Fi and can be 
extended with other bearers such as satellite communicaCon.  

Being the main component from which data packets are going in and out from the vehicle, it is 
important to ensure that the TCU can keep a safe and secured behaviour against potenCal aYacks from 
external enCCes. Among potenCal aYacks, we can denote GNSS jamming and spoofing, network 
flooding, data messages corrupCon. 

Problem statement 

In this work, we focus on securing the informaCon exchange between vehicular TCU and backend 
servers from the Original Equipment Manufacturer (OEM) and the service providers. Given the 
vulnerabiliCes of technologies used for V2X communicaCon, it is very likely that a TCU can be aYacked, 
potenCally resulCng into severe consequences on the on-board vehicle equipment if Cmely detecCon 
and countermeasures are not implemented. 

Motivation  

Securing on-board components of a connected vehicle is a key priority for OEMs as security issues can 
lead to dangerous situaCons for vehicle’s passengers and important costs for automoCve companies in 
case, they need to recall millions of cars.  

On the one hand, securing in-vehicle communicaCon has been extensively studied, and due to the on-
board system's ability to funcCon as a closed network, it becomes considerably complex to target it 
with an aYack. On the other hand, V2X communicaCons involve interacCons with external enCCes that 
need to be trusted. Such communicaCons also involve networks which are operated by other operators, 
have their own security or even unoperated, secured with neutral enCCes.  

Goal 

The goal of this thesis is threefold:   

1. A risk assessment performance to idenCfy main vulnerabiliCes of mulC-technology TCU. 



2. The proposal of an intrusion detecCon approach for the security of the end-to-end 
communicaCon between the CAV and the V2X applicaCons.  

3. The proposal of a resilience by design approach for the CAVs.  
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